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INTERNATIONAL ELECTROTECHNICAL COMMISSION

CYBERSECURITY ASPECTS OF DEVICES USED
FOR POWER METERING AND MONITORING, POWER QUALITY
MONITORING, DATA COLLECTION AND ANALYSIS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

IEC TS 63383 has been prepared by IEC technical committee 85: Measuring equipment for
electrical and electromagnetic quantities. It is a Technical Specification.

The text of this Technical Specification is based on the following documents:

Draft Report on voting

85/832/DTS 85/839/RVDTS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Specification is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.


https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/publications
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The "colour inside"” logo on the cover page of this document indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.



https://webstore.iec.ch/?ref=menu
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INTRODUCTION

This publication can be regarded as a generic document to be referenced for cybersecurity
aspects within other TC 85 publications. It contains general information for measuring
equipment and related systems used in low-voltage applications for which cybersecurity can be
a concern.

The growing use of measuring devices (e.g. power metering and monitoring devices as defined
in IEC 61557-12:2018), power quality instruments (defined in IEC 62586-1:2017) and data
collection, gathering and analysis devices (e.g. gateways, energy servers, as defined in
IEC 62974-1:2017) is being accompanied by a growing increase in cybersecurity risks. This is
enhanced by the growing use of interconnected devices in electrical installations.

Thus, maintenance of an acceptable information level for devices and environmental policy
should be considered by facility managers to limit the risks. To keep the largest freedom of
innovation, good practices when designing devices to withstand cybersecurity threats during its
whole lifecycle are preferably based on a risk assessment approach.

This document uses British spelling.

This document follows IEC Guide 120:2018.
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CYBERSECURITY ASPECTS OF DEVICES USED
FOR POWER METERING AND MONITORING, POWER QUALITY
MONITORING, DATA COLLECTION AND ANALYSIS

1 Scope

This document deals with cybersecurity related to measuring devices (PMD according to
IEC 61557-12 and PQI according to IEC 62586-1) and devices for data collection (devices
according to IEC 62974-1) that are intended to be installed in restricted access areas.

This document deals with cybersecurity aspects (e.g. device hardening or device resilience) of
device(s) used for power metering and monitoring, power quality monitoring, data collection and
analysis, but does not cover requirements for organisational cybersecurity (e.g. end-user
security policy).

NOTE Organisational cybersecurity is essential for trustworthy operation of the device(s).

This document is a first attempt to develop awareness by manufacturers and other relevant
stakeholders about cybersecurity aspects and provide basic guidance for achieving the
appropriate security mitigation against vulnerabilities to security threats:

— in coherence with device/system approaches described in relevant standards such as
IEC 62443 (all parts) and ISO/IEC 27001,

— based on generic system use-cases.

This document does not cover billing meters covered by the IEC 62053-2x set of standards.

2 Normative references

There are no normative references in this document.


http://www.electropedia.org/
http://www.iso.org/obp



